The Acceptable Use Policy

all adults working at the Crypt School

Lead Persons : Assistant Head (Science College Co-ordinator)
Systems Manager
Governing Body Committee : SCMG

All adults working with ICT equipment in the Crypt School must ensure that they have read and
agree to abide by the school’s ICT Acceptable Use Policy. We reserve the right to change the policy
at any time, you will be informed by email when the policy is changed. Key aspects also include:

For personal use:
e Do not give anyone access to your login name or password.

¢ Do not introduce floppy disks, CDs, memory sticks or any other device into the system without
first having them checked for viruses.

¢ Do not open other people’s files without express permission. Do not corrupt, interfere with or
destroy any other user’s information.

e Do not release personal details including phone numbers, fax numbers or personal e-mail
addresses of any colleague or pupil over the Internet.

e Keep data of individuals secure, especially when working with CMIS / e-portal or any other
personal data.

e Do not reproduce copyright materials without first getting permission from the owner. Many
people will make their work freely available for education on request. Acknowledge sources
on all resources used.

e Do not attempt to visit sites which might be considered inappropriate. All sites visited leave
evidence on the computer. Downloading some material is illegal and the police or other
authorities may be called to investigate such use.

e Do not take digital photographs or videos which may be considered inappropriate whether
using school equipment, personal digital cameras or mobile phone cameras.

e Use of school Internet access for business, profit, advertising or political purposes is strictly
forbidden.

e Users should log out and close their browser when their session has finished.

¢ Do not leave laptop computers or any other easily transportable ICT equipment unattended at
any time.

e You have a duty of care for any of school ICT equipment in your possession, damaged
equipment may not necessarily be replaced if you breach the duty of care.

e Damage to ICT equipment that is taken home should be claimed for under your home content
insurance



Personal E-mail

Follow school guidelines contained in the ICT policy for the use of e-mail.

Observe netiquette on all occasions. E-mail should not be considered a private medium of
communication.

Do not include offensive or abusive language in your messages or any language which could be
considered defamatory, obscene, menacing or illegal. Do not use language that could be
calculated to incite hatred against any ethnic, religious or other minority.

Make sure nothing in the messages could be interpreted as libellous.

Do not send any message which is likely to cause annoyance, inconvenience or needless
anxiety.

Do not send any unsolicited promotional or advertising material nor any chain letters, pyramid
selling schemes or virus warning letters

When using the Internet, Virtual Learning Environment or e-mail with pupils
Remind pupils of the rules for using the Internet, VLE or e-mail.

Watch for accidental access to inappropriate materials and report the offending site to the
school’s IT technical team and ask for the site to be blocked.

Check before publishing pupils’ work on the school web site; make sure that you have parental
permission.

Ensure pupils cannot be identified from photographs.

Report any breaches of the school’s ICT AUP to your senior manager.

By logging onto the school’s IT network, all adults are deemed to have explicitly agreed to the
school’s IT AUP and other school policies. Misuse of school’s computer equipment, email or the
Internet are serious offences. Staff are reminded that RM has a contractual obligation to monitor
the use of the e-mail and Internet services provided as part of the school belonging to the SWGfL.
This information may be recorded and may be used in disciplinary procedures if necessary. RM
and the school reserve the right to disclose any information they deem necessary to satisfy any
applicable law, regulation, legal process or governmental request.

| have read statement above and agree to abide by the conditions. | understand that misuse of
school’s computer systems, email or the Internet are serious offences and could lead to
disciplinary procedures, up to and including dismissal
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